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Verzia 6 Business produktov

Zjednotenie na viacerych urovniach
- Grafické rozhranie
- Konfiguracia
- Vzdialena sprava
Rozsirenie na viacerych urovniach
- Sposoby detekcie
- Optimalizacia pre virtualizované prostredie
- Aktivacia a licencovanie produktov
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Grafickeé rozhranie

ENDPOINT SECURITY —_ O

Your computer does not have all available operating systern updates installed. Please use the Windows
Update service to install missing updates,

ew more o auo

Quick links  Q, Run Smart scan @@ Protection statistics
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Grafickeé rozhranie

FILE SECURITY ]

v MONITORING

ENDPOINT SECURITY =

+/ PROTECTION STATUS

Valid untsk: 773172015
Last upd. 4 2:084
v
Last update: 201 1615 PM
Product version 6.0
Server name
System
Computer 7 AM
Quick links Q t ® >
Server uptime
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Grafickeé rozhranie

ENDPOINT SECURITY s 4% @s[) FILE SECURITY

OIOFT WINDOWS SLRVER

tation information powered by ESET Qj Threat and spam statistics

Re

= 2 ln\
File system activity B-B Not

9s Q Command:-line user interface

Coltect system and product lo

Number of computer status snapshots: 0 ® Number of scheduled tasks6

Create rescue CD or US8

Number of computer s2atus snapshots: 0 ® Number of scheduled tasks: 6

®
AN

Analysis in ESET's laboratory &\ Number of quarantined objects: 2

> ®C © 0 @

Analysis in ESET's laboratory Q Number of quarantined objects: 5
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Konfiguracia

(&) ESET Configuration Editor - [Untitled]

File Edit Profile Show Help
' | 2 H | - | Q, | Product filter: * | Reset
- » Windows product line v2 and v4 Linmark Default
=+ Windows desktop v5
- B~ Kernel Products:
_| Computer scan Endpoint Antivirus
Real-time file system protection Endpoint Security

Email filter

Email client
Document protection
Personal firewall
Spam filter
Update

HIPS

Device Control
Web Control
Windows server v4.5
Unix desktop va4
Unix server v3

Unix server vd

| Mobile devices

Remote Administrator




Advanced setup

ANTIVIRUS

UPDATE

PERSOMAL FIREWALL
WEB AND EMAIL
DEVICE CONTROL
TOOLS

USER INTERFACE

Konfiguracia

USER INTERFACE ELEMENTS
ALERTS AND NOTIFICATIONS

B ACCESS SETUP

Password protect settings
Set password

Require full administrator rights for limited administrator
accounts

Q

Set

UZIVAJTE 51 BEZPI
TECHNOLOGIES

VoK

Cancel
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Konfiguracia

REMOTEADM'N'STRATOR Computer Name H Q ? ADMINISTRATOR G’ 9 MIN

() <82k | New Policy - Settings

7] =3 Basic

SETTINGS
ESET Security Product for Windows :J
alln USER INTERFACE ELEMENTS
: UPDATE ALERTS AND NOTIFICATIONS
=

=

ACCESS SETUP
WEB AND EMA :
Password protect settings x
DEVICE CONTRO Set password Set
TOOLS Require full administrator rights for limited administrator accounts
Require administrator rights (system without UAC support) x

USER INTERFACE

ASSIGN

SUMMARY



onfiguracia

ENDPOINT ANTIVIRUS

@ Advanced setup - ESET Endpoint Antivirus

Advanced setup Q| X |(?

ANTIVIRUS I v
USER INTERFACE ELEMENTS

UPDATE

I
ALERTS AND NOTIFICATIONS
WEB AND EMAIL
I
DEVICE CONTROL ACCESS SETUP
TOOLS Password protect settings
Set password It

USER INTERFACE

Require full administrator rights for limited administrator
accounts
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Rozsirenie sposobov detekcie

VO verzii 6



ESET LiveGrid®
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Advanced setup

ANTIVIRUS

UPDATE

PERSOMAL FIREWALL
WEE AMD EMAIL
DEVICE CONTROL

TOOLS

Log files
Proxy server

ESET LiveGrid®

Q x (2

& ESET LIVEGRID® i
Enable ESET LiveGrid® reputation system (recommended) [
Submit anonymous statistics i |
Submit files ]
Enable logging L
Contact emmail (optional) i
Exclusions Edit i

F3 0lIARANTINF
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Detekcia na viacerych urovniach

PROTOCOL
SCANNING...

i

Vulnerability Shield Exploit Blocker
Scans network traffic Checks for anomalies

Botnet protection
Inspects the communication

@ET www.esetsecuritydays.com

o DNA

SCANMING

X=o

Advanced Heuristics
Performs the DNA scan

n JESET

Advanced Memory Scanner
Checks running processes
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Botnet Protection

Zachytava a blokuje
komunikaciu robotov so
servermi, ktoré ich
kontroluju.

Botnet protection:

Suspected botnet blocked

Threat: NET_PEERFRAG_VARIANT_1
Source: C:\Python27\python.exe
Target: 192.168.0.2

Buy License l X W65\ %17

Sirefef, Peerfrag, Kelihos,
Morto, Zeus, Gameover,
Pushdo, Xpaj, Pony
Downloader, Several RATs
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Exploit Blocker

Ochrana proti utokom,
ktoré vyuzivaju
zranitelnosti a chyby
webovych prehliadacoy,
programov pre pristup k
PDF a inych aplikacii.

(esD) www.esetsecuritydays.com

able HIPS

nable Self-Defense

‘nable Advanced Memory Scanner

1able Exploit Blocker

mode Autr
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Advanced Memory Scanner

Umoznuje vylepseny
spoOsob detekcie tazko
zachytitelného malwéru,
ktory uplatnuje
viacurovnovu ochranu na
ukrytie svojej aktivity.
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Vylepsenie
existujucich technolagii

Redizajn Device control
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Vylepsenie
existujucich technolagii

Redizajn Device control
Vylepsenie HIPS
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Vylepsenie
existujucich technolagii

Redizajn Device control
Vylepsenie HIPS
Firewall troubleshooting wizard
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Vylepsenie
existujucich technolagii

Redizajn Device control
Vylepsenie HIPS

Firewall troubleshooting wizard
Prva kontrola po instalacii
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Optimalizacia
pre virtualizované prostredie

ESET Shared Local Cache



BeZné prostredie

PC1 PC2 PC3 PC4
Hardware Hardware Hardware Hardware



Virtualizované prostredie

VM 1 VM 2 VM 3 VM 4

111l

Hypervisor




ESET Shared Local Cache

VM 1 VM 2 VM 3
Hypervisor
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ESET Remote Administrator

Verzia 6.1



Architektira

MySQL /

Web

MS SQL
browser Q

Database

v

ERA
Web -
console

‘ ERA Agent \ ‘ ERA Agent \ ‘ ERA Agent \




Architektira

MySQL /
MS SQL
Database

INTERNET MySQL/ MySQL /
MS SQL MS SQL
DEVEDE Databas

Web
browser

v

RD sensor

ERA Agent

ERA ERA
Web - Proxy
console
ERA Agent
ERA Agent ERA Agent ERA Agent ERA Agent ERA Agent ERA Agent ERA Agent ERA Agent
. - - ERA MDM - -
core

SQL
Database



Uzitocné zdroje

help.eset.com  priebezne aktualizovany online help
kb.eset.sk databaza znalosti ESET

ESET Knowledgebase na YouTube



Licenchy model



Pouzivané identifikatory

Licencny klGc

e Jedinecny retazec

e Vo formate XXXX-XXXX-XXXX-XXXX-XXXX
 kombinacia Cisiel a pismen

* Pre vlastnika licencie

Verejné identifikacné Cislo licencie

e PLID — Public License ID

e Vo formate XXX-XXX-XXX

* na identifikaciu licencie tretou stranou
* pre Bezpecnostného spravcu
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Typy roli

Vlastnik licencie

Bezpecnostny spravca
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(esD)

Sled
Sled

Vlastnik licencie

ovat stav licencie/licencii v ¢ase.
ovat jednotlivé zariadenia s moznostou ich

dea

ktivacie.

Nastavit oznamenia o stave licencie.

Zachovat licencie v novom aj starom formate pre
ZzmiesSané prostredia.



Bezpecnostny spravca

* Spravovat pocitace

* Rozdelit klientov do skupin podla réznych
narametrov

* Pouzit r6zne nastavenia, Ulohy, obmedzenia na
zaklade pritomnosti v skupine



ESET License Administrator

https://ela.eset.com/



Licencny model z pohfadu ERA

ESET LICENSE
ADMINISTRATOR
ela.eset.com

NEREGISTROVANA ‘
LICENCIA L

"

ESET REMOTE
ADMINISTRATOR
Server

il REGISTROVANA
LICENCIA




Licencny model

ESET ENDPOINT

ESET LICENSE
ADMINISTRATOR
ela.eset.com

ESET REMOTE
ADMINISTRATOR
Server

(es[}4




Licencny model

NEAKTIVGVANY . NEAKTIVGVANY
ESET ENDPOINT PRODUKT

PRODUICT

ESET LICENSE
ADMINISTRATOR
ela.eset.com O\ W

ESET REMOTE
ADMINISTRATOR
Server
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