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Utvar Osobitného Urcenia
Kriminalisticky a Expertizny Ustav

Policajného Zboru

Krajiny

Mesto:

ISP

Operatny systém:
UzZivatelské meno:

VAROVANIE! Vas osobny pocitac je uzamknuty z bezpecnostnych dovodov by
z nasledujucich dovodov:

Ste obvineny z prezerania/skladovania aszlebo distribucia pornografickych materidlov zakazané
obsahu (detskd pornografia/zvierackosti atd) Ze ste porudil Vieobecni deklariciu o boji proti
Sireniu detskej pornografie a obvineny z trestného cinu podla danku 161 trestného zakonnika
Slovenské republiky.

Clanok 161 trestného zikonnika Slovenské republiky ustanovuje ako trest odfiatia slobody v trvani
5-11 rokou.

TieZ ste osoba podozrivd z poruSenia “zakon o autorskom prave a pravach sdvisiacich s
pravom” (stahovanie piratskej hudby, videa neletsenzionnogo softvér) a pouzitia a/alebo Sirenie
obsahu chraneného autorskym pravom. Tym ste osoba podozriva z poruSenia clanku 148 trestného
zakonnika Slovenské republiky.

Clanok 148 trestného zakonnika Slovenské republiky, musi byt trest pokuta 150 az 550 zikladnych
jednotiek alebo odiiatim slobody na dobu 3-7 rokov.

S pocitacom doSlo kK neopravnenému pristupu k obmedzenému pristupu verejnosti k informaciam a
informaciam celostatneho vyznamu v Internete.

Zostavajuci cas: 47:56:09
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Microsoft Survey

: bo the new world af survey |:I“

prese |t-3|:|_. »

to do and |:|:|r|||:|||-'

will be only be unl after n::n:nrr||:-letir'|g thE:

3 1, then OpEn that file copy the unlock
in the bow, and then firially clhick,

| |r||| ok, tfid ther wo nur pc will be free

Hope pou enjoyed our survey.

ood Luck far your Futurel

Good Dayl

Unlock Code Here

Complete Surey

nlack PC




| . Cryptol.ocker

Private key will be destroyed on
10/20/2013
12:37 PM

Time jeft

72:34:50

(es[)

Your personal files are encrypted!

Your important fies encryption produced on this computer: photos, videos,
documents, etc. Here & a complete Ist of encrypted fies, and you can personaly verfy
ths.

Encryption was produced using a unique publc key RSA-2048 generated for this
computer, To decrypt the fies you need to obtain the private key.

The single copy of the private key, which wil alow you to decrypt the files, located
on a secret server on the Intemet; the server wil destroy the key after a tme
speched n the window. After that, nobody and never will be able to restore fles...

To obtain the private key for ths computer, which wil automaticaly decrypt fies, you
need to pay 300 USD / 300 EUR / smiar amount in another currancy.

Cick «Next» to select the method of payment,

Any attempt to remove or damage this software will lead to the mmedate
destruction of the private key by server.,




% E-mail [# Compose & Addresses W& Folders & Options £}

N
N

Subject: [Hobson Industries Ltd] 4 pages from +07786690048

AR LR LR RRR WL,

From:

Mon, January 19, 2015 9:16 am
To:
Priority: Mormal

ﬂptionﬁj View Full Header | View Printable Version | Download this as a file | Add to Address Book | View Message Details

Humbber: +0773665%0048

Date: 2015/01/18 16:16:36 CS5T
Pages: 4

Beference number: AH-BF409586D0-5742
Filename: mediati=se.zip

Hob=on Indu=stries Ltd
Lida Stebbin=

& mediatise.zip 25k
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CTB-Locker sa “vezie” na trojskom
koni Elenoocka

m CTB-Locker
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Problém ziskat viza? Pomoze botnet?




Problém ziskat viza? Pomoze botnet?

e Internet Explorer

en oxlal« ||

13. mdja 2015

e-Konsulat Bl msj2o1s 3 #N
Stroew glowrs > Miak 7.

po ut st § pi so ne
27 28 28 30 1 2 3
8§ 9 10
u3 Benvpycons. € 16,06.2012 1 1940 I
¥ LNA XOMCY M CXMN 18 19 20 21 22 23 24
a0 n Bpecte Oyaer Mira} 25 26 27 28 29 30 31

AocTynka no agpecy: https//by.e-konsalat.gov.pl. Xoremm Ge

MuBoprmanna Ana kinen1os

FNVEK TOOH HER PETMCTRALM R B3l 08

NPpeacTasmIanscrTe 8 Mukoxe, Tpo,

P 1 2 3 4 5 6
Dac NPOMMGOD MM PNORATH, NTO ADCTYN « noprany httpsy/ /by.e

konsulat.gov,pl BOIMOMEN TONMKO ¢ ROMNLIO TENOR, MBSO LI X

NOAL e M Genopyccemne IP-appecs



B &

TNoGansH3A CTETHCTWS

¥ DR

10.32%

MNogpolnaa CrarmeTwes

CTPAINATOR vy DCETO. Vv IAPYINN
o 194

EPAYSEPERATON 1N NCEG ML APy
@) wsean

Hactpoisar

Crehneges

DCATOP 18y

o

FEQEPANBATON 1%

Ud jor fraffsc AP

TR

I3Myxz Paana

neEro IATPY N

BCEO VMK, AATPYIEN

& o ‘. —
@ wsero C —
U Oressm —_— -
G o T T S v =
-
5

A




SECURITY
DAYS

-,

OPERACIA BUHTRAP




Operacia Buhtrap




Operacia Buhtrap




Operacia Buhtrap




Hl'ada tieto URLKky:

*ICPortalssL0L

*sib taatta net
*isfront_priovtb.com
15APIgate.dll
*psi.dll

*PortalS5L
NS5-Gate dll
*beta.mcb.ru

“ibank

*iors

*iclient

*e-plat mdmbank com
*sberweb zubsb.ru
lo]w

*elbrus

“i-elba

*clbank minbank_ru
*chelindbank_ru/onling/
*uwaghb

wwwhbank

*dbo

*ib



Hl'ada tieto procesy:

ip-client exe
prclient exe
rclient exe
saclient exe
SRCLBClient exe
twawebclient exe
vegaClient exe
dsstart exe
dtpaydesk exe
eelcint exe

elbank exe
etprops.exe
eTSrvexe
ibconsole exe
kb_cli.exe

KLBS exe
KlientBnk exe
lfcpaymentais exe
loadmain_exe
Ipbos_exe

mebiusbankxp exe

O I | —

pkimonitor exe
pmodule_exe
pn_exe
postmove exe
productprototype exe
quickpay exe
rclaunch exe
retail exe
retail32 exe
translink exe
unistream exe
uralprom exe
w32mkde exe
wclnt exe
wfinist exe
winpost exe
wupostagent exe
Zvit1DF exe
budget exe

CB exe
cb193w.exe

[ T | —

BC_Loaderexe
Client2008 exe
IbcRemote3 exe
_ficgpk exe
sCardsvr exe
CL_ 1070002 exe
intpro.exe
UpMaster exe
SGBClient exe
el_cliexe
MWClient32 exe
Adirect exe
Bclient exe
bc.exe

ant exe

arm.exe

arm_mt exe
ARMSHOS EXE
asbank_lite exe
bank exe
bank32 exe

ChShell exe

clb.exe

CliBank.exe
CliBankOnlineEn.exe
CliBankOnlineRuU. exe
CliBankOnlineUa.exe
client2 exe

clients exe

clientbk exe

cintstr exe

cintw32 exe
contactng exe

Core exe

cshell exe

cyberterm exe

client exe

cneclient exe
bbclient exe
EximClient exe
feclient exe

isCCexe

Bankline EXE

GeminiClientStation exe
_ClientBank exe

ISClient.exe
CWS EXe
CLBANK EXE
IMBLINK32_exe
chsmain.dll
GpbClientSfticws exe
Run_exe
SGBClient exe
sx_Doc_niexe
ich_c.exe
Client32 exe
BankCl exe

ICLTransportSystem exe

GPBClient exe
CLMAIN. exe
ONCBCLI.exe
CLBank3.exe
rmclient.exe

| e ISR N . B SS—



Operacia Buhtrap



NSIS-PACKED
DOWNLOADER

2
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7Z SELF-EXTRACTING
EXECUTABLE
SPYING MODULE BACKDOOR SYSTEM PREPARATICH
PN_PACK IMPACK Company Vit
¢ ¢ name Yy
Stroi- 09/25/2014 to
y Tekh-Sever 09/26/2015
Rl
{ s
" .. Flash 12/18/2014 to
g 12/19/2015
PUNTO LITEMANAGER
¢ 000 12/22/2014 to
"Techcom" 12/23/2015
o Torg-Group 10/30/2014 to

1.DLL

10/31/2015

Serial and Thumbprint

Serial: 07 ac 7c a0 d1 69 d7 d3 86 ee 08 01 19 9599 12
Thumbprint:
cfoa43d14c6ad0c7fdbcbeB32abTc789e39443ee

Seral: 57 a8 7 1c 7e 2b 97 &c 71 60 ba 07 Se ca b4 B¢
Thumbprint:
e0afMmars97ad330c52a7686bT7000094ad7616

Serial: 00 e9fcb1bc3 8b 66 8d9e baad 7311 76 01
41

Thumbprint:
3e1a6e52a1756017ddef3Me5ec353273b20c66

Serials 130147 5184 4619e6 b5 7fdeca34e6 04 aa
Thumbprint:
efad94fc87b2b3a652Ma98901204ea8fbeefd 74
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Detekcie Android Malwaru

W Trojany M PUA
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Android/TrojanDropper.Mapin

Y

Zombies Supermaria Super maria
highway... journey adventure

Arrange Candy crush Racing rivals
Block - Bric...

Traffic Racer Temple run2 Climb racing
Zoombie

S B

USubway Plant vs
Suffer Zombie

Plants Vs
Zombies

Google Play
update

{143)

Download
forAndroid

[B¥1E]
O]

Plants vs zombies 2

TopGameHit
10,000 - 50,000 downloads



’ Google Play Update

Do you want to install this application? It
will get access to

Privacy

and identity

Install

Device Access

Android/Mapin

@ Manage Settings

Do you want to install this application? It
will get access to

Privacy

full net

Install




CSer

Mobilné Banking Trojany

Activation

Por favor, introduza o seu Cédigo de
Activacao

Codigo de Activacao:

123457 1
Cédigo de Resposta:

083296 ‘
frwrt'(Jeiln;'a o codigo de resposta na pagina
web

Activagdo

E
=

2

Por favor, introduza o seu
Codigo de Activacdo

Codiao de Activacao:
123457 |
Codigo de Resposta:
083296
Introduza o cédigo de resposta
na pagina web

Activacdo Sair

Please enter your Activation Code
Activation Code:

121459

Response Code:

043396

Enter response code to the website

“
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& Santander BBVA

mToken |

86587143

ooooooloo
.

Santanderc

G

# Banesto

u

| mToken 1
08827078 |

lave de fThma

ooooocoo

Banesto ©




,hovinka“ Android/Jagonca

& oy

,Gasmnm
—_—

Log on with your NetBank details

Enter card details

Forgotten your NetBank details?

I'm using a NetCode Token

Continue

Contmnue




Android/Simplocker

PAY 1O
o DECRYPT
. YOUR FILES
W
n
=
Android/Simplocker.A It holds your files hostage
encrypts files on your and demands a ransom

device's memory card to decrypt them






Android/Simplocker: Co je nové?

= Aktudlne 48. varianta



(esD)

Android/Simplocker: Co je nové?

Aktudlne 48. varianta
Lokalizacia

3a npocmoTp
3anpeuweHHoro(Megodunus,300
chunusa 1 T.4.) NOPHO BaLl
TenedoH 6nokupoeaH!

Bee ®OTO ¥ BUALO MaTEpHaNns! ¢ Ballen
Kamepb! Nepefantbl Ha PacCMOTperne.
Jns pasbnokupoBky Bawero Tenedona u
YRANenue merepuanos
8am HeoBxoaumo onnatuts wrpad 1000
pyb. B Teuesnn 24 Yacos
LN 3TOr0 BaM HYXHO NONOAHUTL Homep
479147011354
B Gnuxaniuem TepMuHane onnarol.

VS.

NATIONAL
SECURITY

WESTT T PAY A PENALTY WHICH 1% SET 10 y
OF THE TREASURY, THIS WILL 8 CONSIDERED AS AN

FROM YOUR CONTACT LIST I CROER T0 INFORM THEM
ADDUT AN OFFENCE YOU ARE NWOLVED N

YOUR CAMETA 5 LISED FOM GATIERNG ADOITIONAL
INFORNATION FOR INVESTIGATION. ALL THE FOOTAGE Wil
1 AOCED TO A CHMINAL CASE

£ AT

FINE PAYMENT DETAILS




Android/Simplocker: Co je nové?

= Aktuadlne 48. varianta
= |Lokalizacia

= Vyska vykupného S 15 Vs. S 500



Android/Simplocker: Co je nové?

S — =
K .ﬁ
Activate device admimistrator?

Aktualne 48. varianta
Lokalizacia

Vyska vykupného
LepSia ,,sebaobrana“

Cancel




Android/Simplocker: Co je nové?

Aktualne 48. varianta
Lokalizacia

Vyska vykupného
LepSia ,,sebaobrana“
Sifrovanie archivov




Android/Simplocker: Co je nové?

Aktualne 48. varianta
Lokalizacia .—f ‘\JD
Vyika vykupného dR VBT

LepSia ,,sebaobrana“
Sifrovanie archivov
,Lepsie” sifrovanie



(esD)

ESET Simplocker Decryptor

ESET Simplocker Decryptor scans your
device's storage for any files encrypted by
Simplocker ransomware and reclaims
them




Proactive Measures

TIPS FOR PROACTIVE PROTECTION

Backup regularly Get ESET Mobile Security




Android Malware a PUA

M Trojany ™ PUA

Co je to ,,ta“ PUA?

= Zbiera prilis mnoho
osobnych udajov (kontakty,
Cisla, odoslané SMS,...)

= Nasilne” zobrazuje
reklamu
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Android/AdDisplay
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